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Microsoft Dynamics CRM 4.0 Management Pack Guide

This guide describes the features of the Microsoft Dynamics CRM 4.0 Management Pack for Microsoft System Center Operations Manager 2007, with deployment and configuration instructions.
Important Microsoft Dynamics CRM 4.0 Management Pack for Microsoft System Center Operations Manager 2007 requires Microsoft System Center Operations Manager 2007 SP1 or a later version. We recommend Microsoft System Center Operations Manager 2007 R2.
Document Version

This guide was written based on the 1.0.0.0 version of the Microsoft Dynamics CRM 4.0 Management Pack.

Revision History
	Release Date
	Changes

	April 2010
	Original release of this guide


Introduction to the Microsoft Dynamics CRM 4.0 Management Pack

The Microsoft Dynamics® CRM 4.0 Management Pack enables you to administer the Microsoft Dynamics CRM 4.0 Server application in Microsoft System Center Operations Manager 2007.

Operations Manager 2007 is a powerful infrastructure tool with comprehensive event and performance management, proactive monitoring and alerting, and reporting and trend analysis. Other functionality includes system and application-specific knowledge and tasks to improve the manageability of Windows® servers and applications.

By managing these Microsoft Dynamics CRM components in Operations Manager, the administrator can respond quickly to critical events and key performance indicators, and take action to prevent service outages, reduce the resolution time for alert conditions, and increase the overall availability and performance of the Microsoft Dynamics CRM system.

For information about Microsoft Dynamics CRM, see the Microsoft Dynamics CRM Product Overview (http://go.microsoft.com/fwlink/?LinkId=120152).

Getting the Latest Management Pack and Documentation

You can find the Microsoft Dynamics CRM 4.0 Management Pack in the System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105).

What's New

The following features are new in this release of the Microsoft Dynamics CRM 4.0 Management Pack: 

· Native System Center Operations Manager 2007 and System Center Operations Manager 2007 R2 functionality

· New views, classes, monitors, and discoveries

· Updated rules

Supported Configurations

Windows Server operating system

Microsoft Dynamics CRM can be installed only on Windows Server® 2003 or Windows Server 2008 computers. The specific versions and editions of Windows Server that are supported for installing and running Microsoft Dynamics CRM Server are listed in the following sections.

Note 
· In October 2009, the Microsoft Dynamics CRM product team released Update Rollup 7 that includes support for Windows Server 2008 R2.

· Microsoft Windows 2000 Server editions are not supported for installing and running Microsoft Dynamics CRM.
Supported Windows Server 2003 editions

The following editions of the Windows Server 2003 operating system are supported for installing and running Microsoft Dynamics CRM Server and components:

· Windows Server 2003, Web Edition Service Pack 2 (SP2)
· Windows Server 2003, Standard Edition SP2, or Windows Server 2003 R2, Standard Edition SP2

· Windows Server 2003, Enterprise Edition SP2, or Windows Server 2003 R2, Enterprise Edition SP2

· Windows Server 2003, Datacenter Edition SP2, or Windows Server 2003 R2, Datacenter Edition SP2

· Windows Server 2003, Small Business Edition R2, Standard

· Windows Server 2003, Small Business Edition R2, Premium

· Windows Server 2003 x64 Standard Edition SP2, or Windows Server 2003 R2 x64 Standard Edition SP2

· Windows Server 2003 x64 Enterprise Edition SP2, or Windows Server 2003 R2 x64 Enterprise Edition SP2

· Windows Server 2003 x64 Datacenter Edition SP2, or Windows Server 2003 R2 x64 Datacenter Edition SP2

Note Windows Server 2003 for Itanium-Based Systems is not supported for installing and running Microsoft Dynamics CRM 4.0.
Supported Windows Server 2008 editions

The following editions of the Windows Server 2008 operating system are supported for installing and running Microsoft Dynamics CRM 4.0:
Note Before you install Microsoft Dynamics CRM, we recommend that you read KB article 950100: Support for Microsoft Dynamics CRM 4.0 on Windows Server 2008-based computers (http://go.microsoft.com/fwlink/?linkid=114209). This article includes a list of issues that may occur when you install or run Microsoft Dynamics CRM on Windows Server 2008.

· Windows Server 2008 Standard (32-bit and 64-bit editions)

· Windows Server 2008 Enterprise (32-bit and 64-bit editions)

· Windows Server 2008 Datacenter (32-bit and 64-bit editions)

· Windows Web Server 2008 (32-bit and 64-bit editions)

· Windows Small Business Server 2008 Standard 

· Windows Small Business Server 2008 Premium (32-bit and 64-bit  editions)

· Windows Essential Business Server 2008 Standard and Premium editions
Note You cannot install and run Microsoft Dynamics CRM 4.0 if you used the Server Core option when you installed Windows Server 2008.
Note Windows Server 2008 for Itanium-Based Systems is not supported for installing and running Microsoft Dynamics CRM 4.0.
Server virtualization

Microsoft Dynamics CRM servers can be deployed in a virtualized environment by using Microsoft Virtual Server 2005 R2 or Windows Server 2008 with Hyper-V™. You must understand the limitations and best practices of server virtualization before you try to virtualize your installation of Microsoft Dynamics CRM.

For information about how to deploy Microsoft Dynamics CRM in an environment that is running Virtual Server 2005, see KB article 946600: Microsoft Dynamics CRM 4.0 on a computer that is running Microsoft Windows Server 2008 (http://go.microsoft.com/fwlink/?linkid=132451).

For information about how to deploy Microsoft Dynamics CRM in an environment that is running Windows Server 2008 with Hyper-V, see KB article 957054: Support for Microsoft Dynamics CRM 4.0 on a computer that is running Windows Server 2008 Hyper-V (http://go.microsoft.com/fwlink/?linkid=127728).

Active Directory modes

The computer on which Microsoft Dynamics CRM 4.0 is running must be a domain member in a domain that is running in one of the following Active Directory® modes:

· Windows 2000 Mixed

· Windows 2000 Native

· Windows Server 2003 Native

· Windows Server 2003 Interim

· All Windows Server 2008 Modes

Internet Information Services (IIS)

You must install and run either Internet Information Services (IIS) 6.0 or IIS 7.0 in IIS Compatibility Mode before you install Microsoft Dynamics CRM Server.

SQL Server editions

Any one of the following Microsoft SQL Server™ editions is required and must be installed, running, and available for Microsoft Dynamics CRM Server:

· Microsoft SQL Server 2005, Standard Edition with SP2 or a later version

· Microsoft SQL Server 2005, Enterprise Edition with SP2 or a later version

· Microsoft SQL Server 2005, Developer Edition with SP2 or a later version

· Microsoft SQL Server 2005, Workgroup Edition with SP2 or a later version

· Microsoft SQL Server 2005, Standard Edition, 64-bit with SP2 or a later version

· Microsoft SQL Server 2005, Enterprise Edition, 64-bit with SP2 or a later version

· Microsoft SQL Server 2005, Developer Edition, 64-bit with SP2 or a later version

· Microsoft SQL Server 2008, Standard Edition

· Microsoft SQL Server 2008, Enterprise Edition

· Microsoft SQL Server 2008, Standard Edition, 64-bit
· Microsoft SQL Server 2008, Enterprise Edition, 64-bit
SQL Server Reporting Services

The following SQL Server Reporting Services editions are required and must be installed, running, and available for Microsoft Dynamics CRM Server:

· Microsoft SQL Server 2005, Standard Edition with SP2 or a later version

· Microsoft SQL Server 2005, Enterprise Edition with SP2 or a later version

· Microsoft SQL Server 2005, Standard Edition, 64-bit with SP2 or a later version

· Microsoft SQL Server 2005, Enterprise Edition, x64 with SP2 or a later version

· Microsoft SQL Server 2008, Standard Edition

· Microsoft SQL Server 2008, Enterprise Edition

· Microsoft SQL Server 2008, Standard Edition, 64-bit
· Microsoft SQL Server 2008, Enterprise Edition, 64-bit
Getting Started

This section describes the actions you should take before you import the management pack, any steps you should take after you import the management pack, and information about customizations.

Before You Import the Management Pack

Before you import the Microsoft Dynamics CRM 4.0 Management Pack, you must install Microsoft Operations Manager 2007 Service Pack 1 or Microsoft System Center Operations Manager 2007 R2. Then, you must install the Operations Manager agent on all Microsoft Dynamics CRM 4.0 servers that you want to manage. This is required because this management pack does not support agentless monitoring.

Files in This Management Pack

	File name
	Description

	Microsoft.Dynamics.CRM.4.0.mp
	Contains class definitions, discoveries, and monitoring components.

	EULA.rtf
	The license agreement.

	OM2007_MP_CRM4.0.doc
	This management pack guide.


Recommended Additional Management Packs

You might find it useful to install the following management packs:

· Internet Information Services (IIS) Management Pack for general IIS monitoring
· SQL Server Management Pack 

Note that some basic IIS monitoring is included in the Microsoft Dynamics CRM 4.0 Management Pack. 
How to Import the Microsoft Dynamics CRM 4.0 Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=142351).

After the Microsoft Dynamics CRM 4.0 Management Pack is imported, create a new management pack in which you store overrides and other customizations.

Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the Default Management Pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting the Default Management Pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.


You can delete the original management pack without first needing to delete the Default Management Pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all your customizations are saved to the Default Management Pack, you must delete the Default Management Pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the Default Management Pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356).

Enabling Performance Threshold Rules 
It is very difficult to deliver a performance threshold rule that is suitable for most environments; therefore, performance threshold rules are initially disabled. Before you enable a performance threshold rule, you should establish a baseline for the relevant performance counters, and then apply the appropriate overrides to define and enable a suitable threshold for your environment. 

Tuning Performance Collection Rules

Although the Microsoft Dynamics CRM 4.0 Management Pack does not contain any default performance thresholds, all the performance collection rules are turned on by default. These performance collection rules write to the Operations Manager database and the data can be used to analyze performance trends and create reports. You can also configure performance collection rules to generate alerts if they surpass certain thresholds.
Security Considerations

You may need to customize your management pack. Certain accounts cannot be run in a low-privilege environment or must have minimum permissions.

Low-Privilege Environments

A low-privilege agent action account must meet the following requirements:

· Be a member of the Users group
· Be a member of the Performance Monitors group

· Be granted Allow log on locally permission

Understanding Management Pack Operations

The views, tasks, monitors, rules, and knowledge specific to Microsoft Dynamics CRM 4.0 that comprise this Management Pack provide the means for Operations Manager users to centrally manage the server application, its component services, and the computers on which they run. The Microsoft Dynamics CRM 4.0 Management Pack also collects performance analysis information.

Objects the Management Pack Discovers

The Microsoft Dynamics CRM 4.0 Management Pack discovers the object types described in the following table. 

	Category
	Object type

	Microsoft Dynamics CRM 4.0 Server Roles
	Microsoft Dynamics CRM 4.0 Server

(The parent class for all other classes in this management pack.)

	
	Microsoft Dynamics CRM 4.0 Common Class

(A class for targeting monitoring that is shared across all Microsoft Dynamics CRM 4.0 server roles.)

	
	Microsoft Dynamics CRM 4.0 IIS Dependent Server

(A class for targeting monitoring that is shared across all Microsoft Dynamics CRM 4.0 server roles that are dependent on Internet Information Services.)

	
	Microsoft Dynamics CRM 4.0 Asynchronous Processing Service Server

	
	Microsoft Dynamics CRM 4.0 Deployment Service Server

	
	Microsoft Dynamics CRM 4.0 Discovery Service Server

	
	Microsoft Dynamics CRM 4.0 Help Server

	
	Microsoft Dynamics CRM 4.0 SDK Server

	
	Microsoft Dynamics CRM 4.0 Web Application Server

	Microsoft Dynamics CRM 4.0 Components
	Microsoft Dynamics CRM 4.0 SRS Data Connector Server


You can use an override to change the setting for automatic discovery. For example, follow these steps to use a discovery override for the Microsoft Dynamics CRM 4.0 Asynchronous Processing Service object:
	1.
In the Authoring pane, expand Management Pack Objects, and then click Object Discoveries.

2.
On the Operations Manager toolbar, click Scope, and then filter the objects that appear in the details pane to include only Microsoft Dynamics CRM 4.0 objects.

3.
On the Operations Manager toolbar, use the Scope button to filter the list of objects, and then click Microsoft Dynamics CRM 4.0 Asynchronous Processing Service Server.
[image: image2.png]


Note 

In Operations Manager 2007 R2, click Change Scope.

4.
Right-click Microsoft Dynamics CRM 4.0 Server Discovery, click Overrides, and then click For all objects of type: Windows Computer.

5.
Click Yes. 

Note As a best practice, you should not save overrides to the Default Management Pack.


Classes

The following diagram shows the classes defined in this management pack and how they inherit from each other.
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How Health Rolls Up

Health rolls up in a similar way to the class inheritance structure. All Microsoft Dynamics CRM 4.0 server classes roll up to the Availability health of the Windows Computer Role Health Rollup. The health of the Windows Computer Role rolls up to the Availability health of the Windows Server class. The following diagram shows how the health states of components roll up in this management pack.
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Key Monitoring Scenarios

This section lists the monitors and rules in this management pack.
Microsoft Dynamics CRM Monitors

	Monitor
	Target
	Category
	Enabled
	State

	SMTP Service
	Asynchronous Processing Service Server
	Availability Health
	Yes
	Running/NotRunning

	World Wide Web Publishing Service
	IIS Dependent Server
	Availability Health
	Yes
	Running/NotRunning

	The SQL Server Reporting Services MSSQLSERVER Health
	SRS Data Connector Server
	Availability Health
	Yes
	Running/NotRunning

	Asynchronous Processing Service
	Asynchronous Processing Service Server
	Availability Health
	Yes
	Running/NotRunning


Microsoft Dynamics CRM Asynchronous Processing Service Rules
	Rule
	Description
	Category
	Enabled
	Severity

	Async service is not running
	The Microsoft Dynamics CRM Asynchronous Processing service is stopped or unavailable. When this service is not running, asynchronous events such as workflows or bulk import jobs will no longer function.
	Event Collection
	No,

already monitored by a service monitor
	1

	Async service cannot restart
	The Microsoft Dynamics CRM Asynchronous Processing service cannot restart due to a critical failure.
	Event Collection
	Yes
	1

	Async service has problems accessing Configuration database
	The Microsoft Dynamics CRM Asynchronous Processing service could not run a command against the CRM Configuration database.
	Event Collection
	Yes
	1

	Async Service has problems accessing Organization database
	The Microsoft Dynamics CRM Asynchronous Processes service has encountered multiple errors while attempting to access the CRM Organization database.
	Event

Collection
	Yes
	1

	Async service is experiencing frequent crashes
	The Microsoft Dynamics CRM Asynchronous Processes service is frequently experiencing critical failures.
	Event Collection
	No
	1

	Deletion service failed to retrieve list of tables for cleanup
	The Microsoft Dynamics CRM Deletion service has failed to retrieve the list of tables for cleanup from the Microsoft Dynamics CRM Organization database.

When users delete a record, the record is marked for deletion, but is still present in the Microsoft Dynamics CRM Organization database. The Microsoft Dynamics CRM Deletion service periodically retrieves a list of records that have been marked for deletion from the Microsoft Dynamics CRM Organization database; and then it scans and deletes records based on the deletion list. 

Periodically, the Deletion service will retry to retrieve the list of tables for cleanup from the database.
	Event Collection
	No
	2

	Deletion service failed to successfully perform cleanup
	The Microsoft Dynamics CRM Deletion service failed to clean up one or more tables in the Microsoft Dynamics CRM Organization database.

The records that were marked for deletion still exist in the database. Until the Deletion service successfully deletes the marked records, the tables in the Microsoft Dynamics CRM Organization database might continue to grow in size.

Periodically, the Deletion service will retry to delete records marked for deletion.
	Event Collection
	No
	2

	Total operations completed
	The total number of operations completed by the Microsoft Dynamics CRM Asynchronous Processing service.
	Performance Collection
	Yes
	N/A

	Total operations completion throughput
	The throughput of the Microsoft Dynamics CRM Asynchronous Processing service.
	Performance Collection
	Yes
	N/A

	Async has too many system jobs running
	The Asynchronous Process service may be overloaded.
	Performance Health
	Yes
	N/A

	Total operations failed with retry
	The total number of operations the Microsoft Dynamics CRM Asynchronous Processes service fails to complete, even after repeated tries to complete them, exceeds the expected rate within an hour.

The Async service may have multiple recurring jobs per organization, per hour, and may also service multiple organizations. A high failure rate may indicate an issue with access to a single organization’s databases or failure to complete other processes on a limited basis.
	Performance Health
	No
	N/A

	Total operations outstanding
	The number of scheduled operations waiting for the Microsoft Dynamics CRM Asynchronous Processes service to complete has remained above the expected level during the entire observation interval.

This is usually an indication that the Async service is overloaded.
	Performance Collection
	Yes
	N/A

	Async Service encountered an error
	The Asynchronous Processes service encountered an error.
	Event Collection
	No
	2

	Async database transactional log backup failed
	The database transactional log was not created.
	Event Collection
	No 
	2

	Async database operation failed will retry
	A database operation failed. The Asynchronous Processes service will try the operation again.
	Event Collection
	No
	2

	Total succeeded offline sync requests
	The number of successful offline synchronization requests made from Microsoft Dynamics CRM for Outlook clients to a Microsoft Dynamics CRM server.
A count that is much lower than the total number of offline synchronization requests may indicate a problem with clients that try to synchronize with the server.
	Performance Collection
	Yes
	N/A

	Total ABP sync requests
	The total number of Address Book Provider (ABP) synchronization requests made from Microsoft Dynamics CRM for Outlook clients to a Microsoft Dynamics CRM server.
This counter is useful to indicate the client load on the Asynchronous Processing service. A high count indicates a high client load on that service.
	Performance Collection
	Yes
	N/A

	Total offline sync requests
	The total number of offline synchronization requests made from Microsoft Dynamics CRM for Outlook clients to a Microsoft Dynamics CRM server.
This counter is useful to indicate the client load on the Asynchronous Processing service. A high count indicates a high client load on the service.


	Performance Collection
	Yes
	N/A

	Total Outlook sync requests
	The total number of ABP sync requests and offline sync requests.
This counter is useful to indicate the client load on the Asynchronous Processing service. A high count indicates a high client load on that service.


	Performance Collection
	Yes
	N/A

	ISV plug-in has thrown an unexpected exception
	An ISV plug-in has thrown an unknown exception.
	Event Collection
	Yes
	2

	Async organization failed
	An error occurred while processing an organization.
	Event Collection
	False
	2


Microsoft Dynamics CRM Discovery Service Rules


	Rule
	Description
	Type
	Enabled
	Severity

	Failed Discovery service requests
	The number of failed requests by Microsoft Dynamics CRM users to access Microsoft Dynamics CRM Server has exceeded the expected rate.

The Microsoft Dynamics CRM server does not enable users to sign in to organizations of which they are members, and may not even present the list of organizations of which they are members.

This is a possible indication of a Denial of Service attack or an authentication break-in by trial. However, it may also indicate an error condition in the authentication process, such as an expired or invalid Windows Live ID ticket.
	Performance Collection
	Yes
	N/A

	Total discovery service requests
	The total number of requests received by the Microsoft Dynamics CRM Discovery service. This includes successful and unsuccessful requests.
This counter can be used to track traffic patterns for Discovery service capacity planning.


	Performance Collection
	Yes
	N/A

	Configuration  database configuration error
	There is an error condition in the connection to the Microsoft Dynamics CRM Configuration database.
	Event Collection
	Yes
	2


Microsoft Dynamics CRM Help Server Rules
No rules target the Microsoft Dynamics CRM Help Server.
Microsoft Dynamics CRM IIS Dependent Server Rules

	Rule
	Description
	Type
	Enabled
	Severity

	Application pool fatal communication error 
	The application pool is not running.
	Event Collection
	Yes
	1

	Application pool could not respond to Ping
	The application pool did not reply.
	Event Collection
	Yes
	1

	Application pool ended unexpectedly
	The IIS application pool did not reply to communication attempts and may be experiencing unexpected problems.
	Event Collection
	Yes
	1


Microsoft Dynamics CRM SDK Server Rules
	Rule
	Description
	Type
	Enabled
	Severity

	Failed CrmService requests
	A Microsoft Dynamics CRM service request failed.
	Performance Collection
	Yes
	N/A

	Failed metadata requests
	The total number of requests on the CRM Metadata Web Service (part of the Microsoft Dynamics CRM SDK) that failed due to time out or another SOAP failure.
	Performance Collection
	Yes
	N/A


Microsoft Dynamics CRM SSRS Data Connector Rules
	Rule
	Description
	Type
	Enabled
	Severity

	Failure opening report data connection
	A data connection cannot be established.
	Event Collection
	Yes
	1

	Report Server cannot create the trace log
	The Report Server could not create a trace log.
	Event Collection
	No
	2

	The SQL Server Reporting Services MSSQLSERVER is not running
	The Report Server is not running.
	Event Collection
	Yes
	1

	The Report Server failed to write to the trace log
	The Report Server cannot write to the trace log.
	Event Collection
	No
	2

	The Report Server has detected a possible Denial Of Service attack
	A possible Denial Of Service attack was detected.
	Event Collection
	No
	2

	Failure executing report data set
	The report was not created from the data set.
	Event Collection
	No
	2

	The Report Server Windows service MSSQLSERVER cannot connect  to the Report Server atabase
	The service cannot connect to the Report Server database.
	Event Collection
	Yes
	2


Microsoft Dynamics CRM Web Application Server Rules
	Rule
	Description
	Type
	Enabled
	Severity

	Report render failure
	Counts the number of Report Server Web service failures.
	Event Collection
	No
	3

	Report Server Web Service failure
	Report Server Web service failure.
	Event Collection
	No
	3

	Report Server Web Service SOAP failure
	Report Server Web service SOAP failure.
	Event Collection
	No
	3

	Error report upload failure
	This event is recorded when the Microsoft Dynamics CRM server fails to upload the script error report to the Watson server.

If this event happens frequently, the configuration of the Watson Service might not be correct or the server might not be available or reachable.
	Event Collection
	Yes
	3

	Failed InProcess CrmService request
	The number of failed Web service requests made by applications to the InProcess CrmService. The InProcess CrmService is a part of the Microsoft Dynamics CRM SDK.

	Performance Collection
	Yes
	N/A

	Total report render requests
	Total number of report render requests.
	Performance Collection
	Yes
	N/A

	Failed report render requests
	Number of failed report render requests.

If a large number of error reports are received in a short time, an administrator can investigate and determine which pages produce errors.
	Performance Collection
	Yes
	N/A

	Error reporting settings tampered with
	This event is recorded when The user's preference for error reporting on the server is different than what is communicated by the client reporting the error.

If this event happens frequently, the configuration of the error reporting settings on the client have been tampered with by scripts on the page that is generating the script error. The page might have been compromised by malicious scripts.
	Event Collection
	No
	2

	SMTP service is not running
	The SMTP service is not running.
	Event Collection
	No
	2


Microsoft Dynamics CRM Common Class Rules
	Rule
	Description
	Type
	Enabled
	Severity

	Locator service total cache flush requests
	The total number of locator service flush requests (that is, the data in the cache was flushed and updated with new data values from the Microsoft Dynamics CRM Configuration database, either based on an explicit request from the component to flush the cache or on notification). 

If this number is increasing rapidly, it may indicate that the caching algorithm is not optimized or that the data being cached is changing too frequently.
	Performance Collection
	Yes
	N/A

	Locator service failed cache flush requests 
	The total number of cache flush request that failed, due to various errors such as the following:

· Request for invalid entry in the cache.

· Unable to flush due to incorrect cache state.

· Unable to retrieve item from the onfiguration database.
	Performance Collection
	Yes
	N/A

	Configuration database Windows authentication attempts in the last minute
	Total number of authorization attempt requests with Microsoft Dynamics CRM authentication credentials, per minute.

This counter shows the number of the authentication attempts processed by the authentication-engine, which are using Microsoft Dynamics CRM authentication credentials (CRM-ticket) and are for a specific organization. It indicates the capacity of the Microsoft Dynamics CRM server to process authentication requests; coupled with CPU and memory usage. This could indicate that the Microsoft Dynamics CRM server may be overloaded with authentication requests and might need load balancing.
	Performance Collection
	Yes
	N/A

	Alert on Windows authentication failures
	The number of attempts to gain access to a Microsoft Dynamics CRM system, which include invalid Windows authentication credentials.
	Performance Health
	No
	2

	Configuration database Windows authentication failures in the last minute
	Total number of failed authorization attempt requests with Microsoft Dynamics CRM authentication credentials per minute.


	Performance Health
	No
	2

	Alert on CRM POST authentication failures
	The number of HTTP POST requests that fail to yield access.
	Performance Health
	No
	2

	Alert on Windows authentication attempts
	The total number of authentication requests on a Microsoft Dynamics CRM system.
	Performance Health
	No
	2

	Alert on CRM POST authentication attempts
	The number of HTTP POST authentication requests on a Microsoft Dynamics CRM system.
	Performance Health
	No
	2

	Alert on Passport authentication failures
	The total number of failed authorizations that use Windows Live ID authentication credentials per minute. This only applies to Microsoft Dynamics CRM Online.
	Performance Health
	No
	2

	Alert on Passport authentication attempts
	The total number of authentication attempts that use Windows Live ID authentication credentials per minute. This only applies to Microsoft Dynamics CRM Online.
	Performance Health
	No
	2

	Passport authentication attempt failures in the last minute
	The total number of failed Windows Live ID authorization requests with CRM cookie authentication credentials per minute. This only applies to Microsoft Dynamics CRM Online
	Performance Collection
	Yes
	2

	Trace file failure alert
	This rule generates an event when the tracing service is not able to access tracing files for reading/writing or create/open/close.

If this event occurs frequently, the tracing service might not be able to log traces to the trace file or may not have sufficient permission. 

Also, free disk space in the tracing file path name needs to be checked.
	Event Collection
	Yes
	2

	Performance counters load failure alert
	The Microsoft Dynamics CRM server fails to load or to successfully interpret performance counter definitions.

This error condition prevents any Microsoft Dynamics CRM component services running on the server from using the Windows performance counter services. Any rules that use data provided by the performance counters will also be unavailable.
	Event Collection
	Yes
	2


Viewing Information in the Operations Manager Console

The Microsoft Dynamics CRM 4.0 Management Pack includes views to help you monitor the object health of your deployment. 

The following views are listed directly under the Microsoft Dynamics CRM 4.0 node in the Monitoring pane of the Operations Console.

	View Name
	Description

	CRM Active Alerts
	Displays a list of the active alerts for the monitored Microsoft Dynamics CRM 4.0 servers.

	CRM Servers State
	Displays a list of the monitored Microsoft Dynamics CRM 4.0 servers and their current states.


Appendix: Scripts

The following scripts are included in this management pack.

	Script
	Purpose
	Rule/Task

	Microsoft Dynamics CRM.4.0.Discovery.vbs
	Discover Microsoft Dynamics CRM 4.0 server roles and components
	Identify the server roles
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